
IASTUDE TDATAPRIVACY AGREEMENT 

Version .0 (September 7, 2018) 

School Distri ocal Education Agency: 

M u tain View Los tos Union High School District 

AND 

Provider: 

Platform Athl tics, LLC [DBA: PLT4M] 

Date: 

05/05/2020 
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This Ca iforni tud nt D� Privacy Agree ent ("DPA") is entered into by and between the Mount ain
View s Alo ·on 11 gh School Di trict (hereinafter referred to as "LEA") and Platform
Athletic , LU:: [D A: fiL 4M] (hereinafl r referred to as "Provider") on 05/05/2020. The Parties 
agree to e ter as tatel h rein. 

I 
RECITALS 

WHE AS, Pr vider as agreed to p vide the Local Education Agency ("LEA") with certain 
digital e ucati

I 
I s

r

1 ice (' Services") pur ant to a contract dated 05/05/2020 ("Service Agreement"); 

:� AS, · on! r to , , vide the Servi s described in the Service Agreement, the Provider may

receive r creJ
.
1t , 1d th �EA may provi e documents or data that are covered by several federal

statutes, amont e , the Family Education Rights and Privacy Act ("FERPA") at 20 U.S.C. 1232g 
(34 CF Part! 9), Childrep's Online Pri acy Protection Act ("COPPA"), 15 V.S.C. 6501-6506; 
Protecti n of P ii ghts r endment ("PP ") 20 U.S.C. 1232h; and

do uments and data transfe ed from LEAs and created by the Provider's Services are 
also sub ect to ifi mia . ta e student priva laws, including AB 15&4, found at California Education 

Califo a Bus· ss d ProfJssions Code sec ·on 22584; and 

WHER AS, th pur�o+s of this DPA Provider is a school official with legitimate educational
interests · ace s ingleducati@nal records pur uant to the Service Agreement; and

WHE AS, ie p
1

·es is to enter into ·s DPA to ensure that the Service Agreement conforms to
the requ ements of he p ·v cy laws referre to above and to establish implementing procedures and 
duties; a d 

WHE AS, e Pro
i
ider1r_n y, by signing th "General Offer of Privacy Terms" (Exhibit "E"), agree to

er L s i C 'ito 1 ·a the oppo ·1y to accept and enjoy the benefits of this DPA for the
escri e h 

I 
ein, · hout the need t negotiate terms in a separate DP A. 

1. 

RE, for g od and valuable consideration, the parties agree as follows: 

RPrSE D SCOPE 

r os f DP A. I Tre purpose of tfis DPA is to describe the duties and responsibilities to

p otect t deir-t daia fansmitted to �rovider from LEA pursuant to the Service Agreement,. cludm cothpli,� with all appl

i

cable statutes, including the FERPA, PPRA, COPPA, 
S PIP , B lt.584

1 
ahd other applica le California State laws, all as may be amended from time 

t time. p<yf onnink these services the Provider shall be considered a School Official with a 
l gitim e cducationaf interest, and p. rforming services otherwise provided by the LEA. With
r spect o th

1
use Jin 

I maintenance o Student Data, Provider shall be under the direct control
d sup · si n of the LEA.

2. ature S rvicls r vided. Th Provider has agreed to provide the following digital 
nd services des ribed below and as may be further outlined in Exhibit "A" 
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3. 

edueation fitness app at helps educators administer fitness and weight training 
s itru.nf ir physical edu ation classes. 

aa,-====r'--F="'l=.....:=-;=-=i ........ '-"'-'-""'id=e=d. The Parties shall indicate the categories of student data to be 
rovid n t e Sc�e ule of Data, atta hed hereto as Exhibit "B". 

4. PA e mitions.
bl 

definition of s used in this DPA is found in Exhibit "C". In the event 

ARTIC 

; :, c
� :jo�s

i:
se

:: :
s 

:;;;:� :;C:S 

used in the Ser.ice Agreement 

1. of LEA. Al Student Data transmitted to the Provider pursuant to the 

2. 

3. 

4. 

and will contin e to be the property of and under the control of the LEA. 
owl edges a d agrees that all copies of such Student Data transmitted to 

any modifica ions or additions or any portion thereof from any source, 
u e o ions of this reement in the same manner as the original Student Data. 
Patjti s ee between th , all rights, including all intellectual property rights in and 

t, tuden c lated per th ervice Agreement shall remain the exclusive property of 
t e LE . e es of FERP the Provider shall be considered a School Official, under 
t e con d�ecron of the LEA as it pertains to the use of Student Data notwithstanding

ider ay transfer pup I-generated content to a separate account, according to the 
ortl b low. 

"'+="-""".....,...._=p<.• LEA shall establish r asonable procedures by which a parent, legal guardian, or 
may eview Student P,ata in the pupil's records, correct erroneous information, 

s fo
f

th transfer of p · -generated content to a personal account, consistent with
e 

�
ity rvices. Provi shall respond in a timely manner (and no later than 45 

ys fr th date o e request) to LEA's request for Student Data in a pupil's records held 
b the r vi er to v w or correct ecessary. In the event that a parent of a pupil or other 
i <livid a c tac tl).e Provider to iew any of the Student Data accessed pursuant to the 

ice., th roviddr shall refer parent or individual to the LEA, who will follow the 
s an ro�r brocedures re ng the requested information. 

������n....,t
l
IJ pupil generat ontent is stored or maintained by the Provider as part of

cribeh in Exhibit " Provider shall, at the request of the LEA, transfer said 
con

t
nt to a se te student account upon termination of the Service 

vidtd �owever, sue ansfer shall only apply to pupil generated content that is 
ere tee.

_,,,.,e.e.:...,���+""'""'-"'lr"'u,.,,,e�lt. Should a rd Party, including law enforcement and government 
pvlder with a re t for data held by the Provider pursuant to the Services, 

1 re�irect the Thir y to request the data directly from the LEA. Provider 
s LEi in advance of pelled disclosure to a Third Party. 

5. ...,.....,..'"-"-l.._......,f"< .. Provlder shall ente to written agreements with all Subprocessors performing
uan� t the Service eement, whereby the Subprocessors agree to protect 
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1. 

2. 

,., 
.) . 

4. 

the terms of this DPA. 

EA 

A shall pro data for the purposes of the Service Agreement in
, COPP A, P A, SO PIP A, AB 1584 and all other California privacy 

·fication ts. If th A has a policy of disclosing education records under 
�R § �9. I (a) (1 )), LE include a specification of criteria for determining 
tys a sch ol official and t constitutes a legitimate educational interest in its 
1 atio o rights. 

,==><=r""P-�r""='-'"'-1'= LEA shall reasonable precautions to secure usernames, 
means of g g access to the services and hosted data. 

-"'l"�"'-"-'i"-"I"""""'�""""'"""""......,_,�...,..,==· shall notify Provider promptly of any known or 
. assist Provider in any efforts by Provider to investigate 

r u orized ace 

ARTI OF PROVIDER 

1. Jee The Provider 11 comply with all applicable state and federal laws and 
nipg to data privac d security, including FERP A, COPPA, PPRA, SO PIP A,

otn.er California priva y statutes. 
I 

2. A e ata shared purs ant to the Service Agreement, including persistent unique 

3. 

4. 

i .. elu for no purpo e other than the Services stated in the Service Agreement 
d/or se auth · ed under the statutes referred to in subsection (I), above. Provider also

a� o and f1 es that it shal not make any re-disclosure of any Student Data or any 
p rtio t: incl ing without 1 mitation, meta data, user content or other non-public 
in o cl/or p nally identifi ' le information contained in the Student Data, without the 

I I e pres m conse of the LEA.

=;a��--=.,-�=o~. Provider shal require all employees and agents who have access to 
ply with all applic ble provisions ofthis DPA with respect to the data shared 

Agreement 

Dd-i ntified info ion may be used by the Provider for the purposes of 
ewe and improve nt of educational sites, services, or applications, as any 
th� blic or party uld be able to use de-identified data pursuant to 34 CFR 
r es not to atte pt to re-identify de-identified Student Data and not to 
ea tudent Data t y party unless (a) that party agrees in writing not to 
cat , and (b) pri written notice has been given to LEA who has provided 

c nsetlt or such trans£ Provider shall not copy, reproduce or transmit any data 
0 bin the re ice Agreemen and/or any portion thereof: except as necessary to fulfill 
th Se g eement 
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5. 

6. 

1. 

i ositi n f D ta Upon written request and in accordance with the applicable terms in 
s bsec

i

o a pr b, be ow, Provider s all dispose or delete all Student Data obtained under the
rvice gr�fment hen it is no l nger needed for the purpose for which it was obtained.

isposi i n
ct

all i1dpde (1) the shre1ding of any hard copies of any Student Data; (2) Erasing; 
o (3) e ·se mocµfying the per

3:
nal information in those records to make it unreadable or 

i decipfe abl by h�an or digi means. Nothing in the Service Agreement authorizes 
ovider o �aintain �tudent Data ob · ned under the Service Agreement beyond the time period 

r asonabl needed! t� complete the +sposition. Provider shall provide written notification to 
A w� ttie Studept Data has be

� 
disposed. The duty to dispose of Student Data shall not

e tend �o dad. thatJhar, been de-idenf ·1ed or placed in a separate Student account, pursuant to the 
o er te s of the o

1 
A. The LEA ay employ a "Request for Return or Deletion of Student

copi
� 

which is attacted hereto as Exhibit "D". Upon receipt of a request from 
Proyi r will immeditly provide the LEA with any specified portion of the
ithio t n (10) calendar 

r
-YS of receipt of said request. 

a. 

b. 

b ve. 

Di p°isal During Te
]
m of Service Agreement. Throughout the Term of the

Agteement, LEA may request partial disposal of Student Data obtained under the
Agreement that is no onger needed. Partial disposal of data shall be subject to 
req+s to transfer da

l 

to a separate account, pursuant to Article II, section 3, 

m ete fi posal Upon T mination of Service Agreement. Upon Termination of
Serice A eement Provider shall dispose or delete all Student Data obtained under
s,-vice A reement. Priorjto disposition of the data, Provider shall notify LEA in 

ting of i s Jption to transfo data to a separate account, pursuant to Article II, section 
, _bje. � n+ event s�all Pr9vider_ dispo�e of data purs�ant to this provision unle�s and
n 11 iyov1dfr pas received a�irmatlve written confirmation from LEA that data will not
e tri

sferred to a separate acc
r
unt.

dvertisi Bro ibition. Provider is prohibited from using or selling Student Data to (a) market
o adve� se !o s dqnts or families1.guardians; (b) inform, influence, or enable marketing,
a vertisl� , o! other <f mmercial effor, by a Provider; ( c) develop a profile of a student, family

ember g arilian or group, for any eommercial purpose other than providing the Service to 
L ,A; o ( ) uke thJ Sf dent Data for the development of commercial products or services, other 

ce�� to provide the SerJice to LEA. This section does not prohibit Provider frome:1 ;:botj ::; l�t or custontiud student learning purposes.

ta S · ri . The rovider agrees to abide by and maintain adequate data security measures, 
c nsiste t with indhs standards and technology best practices, to protect Student Data from 

authof · ed !isclosufe or acquisition 1by an unauthorized person. The general security duties of
P ovide�, e et fo�h[below. Providen may further detail its security programs and measures in
E hibit ' ' h eto. rrlse measures shill! include, but are not limited to: 

a. rds anil Employee Access. Provider shall secure usemames, passwords, and any
eanJ o I gaining access �o the Services or to Student Data, at a level suggested by
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b. 

C. 

d. 

a lica le standards, as s�f forth in Article 4.3 ofNIST 800-63-3. Provider shall only
vi e acbe s to Student Data to employees or contractors that are performing the 

rvioes. Employees with adcess to Student Data shall have signed confidentiality 
eeihentsl rdfarding said S

i

1 dent Data. All employees with access to Student Records
a�l �e s

r
bject to criminal background checks in compliance with state and local 

mances ]
str�ctio f Data. Provider shall destroy or delete all Student Data obtained under the 

. rvide Ag�e�ment when it is ril o longer needed for the purpose for which it was obtained, 
· tra�sfer I ai� data to LEA o LEA's designee, according to the procedure identified in

iclf JV, section 5, above. Nothing in the Service Agreement authorizes Provider to 

. in1f.i� tu
t
ent Data bey

]
d the time period reasonably needed to complete the 

po
r

1on 

curiity �ro ocols. Both p ies agree to maintain security protocols that meet industry
d
t

ds f te transfer or ;
1ansmission of any data, including ensuring that data may

ly e vierep or accessed b parties legally allowed to do so. Provider shall maintain all 
ta I btamed or generated pursuant to the Service Agreement in a secure digital 

e vir<pnme*t ind not copy, reproduce, or transmit data obtained pursuant to the Service
edmentl etcept as necessru;y to fulfill the purpose of data requests by LEA.

p oyee Triaining. The Prolider shall provide periodic security training to those of its 
e pl yees who operate or have access to the system. Further, Provider shall provide 
L A ·th captact info�ation of an employee who LEA may contact if there are any
s c co cerns or questions. 

e. S cu�ity teinology. Whe� the service is accessed using a supported web browser,
P ovitler spa' employ industry standard measures to protect data from unauthorized 
a cest THe 

.!
service security measures shall include server authentication and data

e crybtionj Provider shall host data pursuant to the Service Agreement in an environment 
u · ingla firjwJn that is updated according to industry standards. 

f. S cuiity cr:olrdinator. If different from the designated representative identified in
ice VU, �ection 5, Provi;ider shall provide the name and contact information of

P ovi er's ls

l

curity Coordinator for the Student Data received pursuant to the Service
re men�. 

g. S hp oe'to s Bound. Provider shall enter into written agreements whereby 
S bp

l
oces1ors agree to secure and protect S

. 
tudent Data in a manner consistent with the 

t ms of thik Article V. Provider shall periodically conduct or review compliance 
otr

inl "fd assessments of Subp,ocessors to determine their compliance with this 

h. P rio�ic Rist Assessment. Provider further acknowledges and agrees to conduct digital
a d P,hysidal periodic (no less than semi-annual) risk assessments and remediate any
i en · 1ed 1ec rity and privacy vulnerabilities in a timely manner.
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2. ac . In t e event that Student Data is accessed or obtained by an unauthorized
, P ovider fhall provide notification to LEA within a reasonable amount of time of the

ciden , d not ekc

l

eding forty-eight ( 48) hours. Provider shall follow the following process: 

a. The s curity reach notification shall be written in plain language, shall be titled «Notice
of D a Brba h," and shall present the information described herein under the following 

di gs: "Wpat Happened," "What Information Was Involved," "What We Are Doing," 

b. 

C. 

" You an Do," and "For More Information." Additional information may be 
ovi ed as a upplement to the notice. 

breach notification described above m section 2(a) shall include, at a 
following information: 

1. The name and contact information of the reporting LEA subject to this section.

1. A l�st f the types of personal information that were or are reasonably believed to
have been the subject of a breach.

1 1. If tlie rformation is possible to determine at the time the notice is provided, then
either (1) the date of the breach, (2) the estimated date of the breach, or (3) the
date T<lfige within which the breach occurred. The notification shall also include
the dal of the notice.

Whet5er the notification was delayed as a result of a law enforcement
inv�stigation, if that information is possible to determine at the time the notice is
provid d.

IA general description of the breach incident, if that information is possible to
detef

j
ine at the time the notice is provided. 

L A's di cretion, the security breach notification may also include any of the. g= I 
Information about what the agency has done to protect individuals whose 
info�mktion has been breached. 

Adjc
J
I on steps that the person whose information has been breached may take to 

protec himself or herself. 

d. ' r vi er a!r'e s to adhere to all requirements in applicable State and in federal law with

E 
pee to a data breach related to the Student Data, including, when appropriate or 
uir�d, t�e �equired responsibilities and procedures for notification and mitigation of
suth data breach.

e. tr vi�er tu,th�r acknowledges and agrees to have a written incident response plan that
1f ectf best p�actices and is consistent with industry standards and federal and state law

re�pon<9-ng to a data breach, breach of security, privacy incident or unauthorized 
c uis tion I on use of Student Data or any portion thereof, including personally 
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f. 

g. 

ARTIC 

nti table! information and agrees to provide LEA, upon request, with a copy of said 
· tten inc�deht response plan.

vi er is pLhibited from directly contacting parent, legal guardian or eligible pupil
es expressly requested by LEA. If LEA requests Provider's assistance providing
tic of uiiatlthorized access, and such assistance is not unduly burdensome to Provider,
ovi er shall notify the affected parent, legal guardian or eligible pupil of the
authorized access, which shall include the information listed in subsections (b) and (c),
ovel If req�ested by LEA, Provider shall reimburse LEA for costs incurred to notify
ents/fantlies of a breach not originating from LEA's use of the Service.

th event i°f a breach originating from LEA's use of the Service, Provider shall 
ope ate wiili LEA to the extent necessary to expeditiously secure Student Data. 

RAL bFFER OF PRIVACY TERMS 

si · g fbe attached Fonn of General Ofter of Privacy Terms (General Offer, attached 
hereto i "E ), be bdund by the terms of this DP A to any other LEA who signs the acceptance 
on in sai Exhi i . e Form is limited by the terms and conditions described therein. 

CEil+EOUS 

1. er . Ii e P
f
ovider shall be bound by this DPA for the duration of the Service Agreement or so 

lfng as 
1
. Pr vidl jaintains any Student Data.

2. �ermina ion. In the event that either party seeks to terminate this DPA, they may do so by
utual I itte

f

1 consent so long as the Service Agreement has lapsed or has been terminated. LEA 
s all h v th rimt }O terminate the DPA and Service Agreement in the event of a material

each f e ermJ o�this DPA. 

3. ffed o Te
lE

ination Survival. If the Service Agreement is terminated, the Provider shall 
d stroy rl of 

[�
A1s ita pursuant to Article V, section l(b), and Article Tl, section 3, above.

4. riori� 1f

�

reements. This DPA shall govern the treatment of student data in order to comply 
ith p9v

i
cy rotectipns, including those found in FERP A and all applicable privacy statutes

i entif�d in this !DI? A. In the event there is conflict between the DPA and the Service
greemp t, e DP� shall apply and take precedence. Except as described in this paragraph

d
rein, t11 o�br provisions of the Service Agreement shall remain in effect.

5. otice. Hi _nj,tice,I o other communication required or permitted to be given hereunder must be
writip q given by personal delivery, or e-mail transmission (if contact information is 

p1 ovide(l or the specific mode of delivery), or first-class mail, postage prepaid, sent to the 
d signaie re resenta,ives before:

a. igqated Representatives
e d

t
ignite1 representative for the LEA for this Agreement is: 

e Mike Mathiesen 
i e: ociate u erint d n B ·n s Se ·ce 
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rrt;o ation: 
299 Bryant Ave. 
ountain View, CA 94040 

f -4673
epresentative for the Provider for this Agreement is:
h 

o-Prcsident
t Information: 
39 John H Finley Ill Way 
Framingham 
8558625502 

b. · ation �f Acceptance of General Offer of Terms. Upon execution of Exhibit E,
ner I Offer of Terms, Subscribing LEA shall provide notice of such acceptance in
"tin and g\ven by personal delivery, or e-mail transmission (if contact information is

P, vi9ed fJr the specific mode of delivery), or first-class mail, postage prepaid, to the 
� si

�

ted representative below. 
f e esig

. 

nated

. 

representative for the notice of acceptance of the General Offer of 
f va TermJ is:
� me Alex Relph
r· e: . o-PreJident 
� ntalt Information: 
.3 John H Finle III Wa 
F hi ham 

5 6�5502 

6. ntire reement. l'hls DPA constitutes the entire agreement of the parties relating to the
s bject I ttef her�ofr and supersedes a11 prior communications, representations, or agreements,
o�al or ·ney, by the parties relating thereto. This DPA may be amended and the observance of 
ahy pr9v· io

�

of this DPA may be waived (either generally or in any particular instance and 
efther ri ac ively orlprospectively) only with the signed written consent of both parties. Neither
ti ·1ure no d ay on the part of any party in exercising any right, power, or privilege hereunder 
s all op�: te . s a wairer of such right, nor shall any single or partial exercise of any such right, 
p wer, f privilege preclude any further exercise thereof or the exercise of any other right, 
p wer, 

r 
ri

f

·lege.

7. S verabili . y provision of this DPA that is prohibited or unenforceable in any jurisdiction
s all, t s h jurisdiction, be ineffective to the extent of such prohibition or unenforceability

ithout i va,dating the remaining provisions of this DPA, and any such prohibition or

�
enforee bil'ty in any jurisdiction shall not invalidate or render unenforceable such provision in 

y oth�r · urifdiction.l Notwithstanding the foregoing, if such provision could be more narrowly
awn sp not to be prohibited or unenforceable in such jurisdiction while, at the same time, 
aintai

1
i g tbe intent of the parties, it shall, as to such juri.sdiction, be so narrowly drawn 

· thout · v · dating I the remaining provisions of this DP A or affecting the validity or
e ore b I ity of such rovision in any other jurisdiction.
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8. 'ove . ILaw· Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
ONS b IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS 

AGRE NT [S EXECUTED, WITHOUT REGARD TO CONFLICTS OF LA w 
�CI

?
ES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND 

�xcu.ts v� JURISDICTION TO THE ST ATE AND FEDERAL COURTS FOR THE
qoUNt 1� WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING 
quT F O

t

RELA!fING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS 
qoNT , L TED HEREBY. 

9. lutho · . ovider !represents that it is authorized to bind to the terms of this Agreement,
i cludi g co.tµidentia�ity and destruction of Student Data and any portion thereof contained
t erein, 1 related or associated institutions, individuals, employees or contractors who may have 

cess the Student
l
Data and/or any portion thereof, or may own, lease or control equipment or 

�

cilitie f ahy kind where the Student Data and portion thereof stored, maintained or used in 
y w y Prbvider agrees that any purchaser of the Provider shall also be bound to the 
gree e t. I

10. WaiveJ o delay or omission of the LEA to exercise any right hereunder shall be construed as a
aiver !an�1 such right and the LEA reserves the right to exercise any such right from time to
me, e as may be deemed expedient. 

11. , uccesso s .ound. 1his DP A is and shall be binding upon the respective successors in interest
t Prov�d r i I the event of a merger, acquisition, consolidation or other business reorganization

sale all r substantially all of the assets of such business. 

[Signature Page Follows] 
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IN WI f.L�•-,� F, the parties have executed this California Student Data Privacy Agreement as 
of the I w. 

Provid DBA: PLT4M 

Printed athiesen 

Note: E ctron ·c sig ature not permitted. 

Date: 05/05/2020

Title/Position: Co-President

Date: 05/05/2020

Title/Position: Associate Superintendent, Business 
Services 

11 



EXIIlBIT "A" 

DESCRIPTION OF SERVICES 

PLT4M is aw b iO. , and Android application with 600+ exercise demo videos, and over 12 programs 
and cu culums. It iJ primarily used by Phys Ed departments between 6-12th grade.

Teacher creal lasl grnups within their account and then students can join these groups through the
web or pp. Flf he[e, they can be assigned programs and train through the app. Teachers can monitor
particip· tion a prou ess, along with the student. 
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E XHIBIT "B" 

SCHE DULEOFDATA 

I Student disability information 
i 
! Check Specialized education services 

Category of Rlemcnts l if used 

Data by your 
(fEP or 504) 
Living situations 

system (homeless/foster care) 

PP kldresfes of users, Use of 
'A Applicati< n cpol 1es ety. 

Technology v!eta

�th r app�cation tec�ology
I Data ct · data, lease specd'y: 

Application Use tfet ll data Jon user interaction 
iStatistic ,-,itt applipation 

Sp, L:iardi1,ed test scores 
9bs rvati@n data 

Asscssme�t 
th• r asstsrnent data-Please

s ec lifv: 

Other indicator 
information-Please specify: 
Address 

Student Contact Email � lnformation Phone 
Local (School district) ID 
number 
State ID number 

Student Provider/ App assigned student Identifiers ID number 
Student app usernarnc 

Altendan�e 
:��tnt s' ool (daily) attendance

�( ent c!hss attendance data '114-

Communica ions i�I 
lne co�unications that are 

J !Jred (�mails, blog entries) 
Conduci cjon uct o'f behavioral data 

Ijat, ofBfth 
Pia, ofBµ-th 
Qen�er I j')( 
Ith, icity Qr race 

Demograpl ics l an •uage!mtonnation (native,
pet rred or primary language

I sbol en b� student) 
( th r den:lographic 

I i1l-fo tmati9n-Plea�e specify: 
S�u< cnt sc,'hool enrollment I 
S�u4ent gt't3de level d 
}iorileroor\, I 

Enrollme�t 
cjui�ance pcmnselor 
<:ne¢ific cµrriculum program 
' caj- of gqtduation 

Student app passwords V. 
Student Name First and/or Last X 

Program/application 
performance ( typing � Student In App 
program-student types 60 wpm, \ 

Performance reading program-student reads 
below grade level) 

Student Progran1 Academic or extracurricular 
Membership activities a student may belong to r--... 

or participate in 
Student Survey Student responses to surveys or 

)' Responses questionnaires 

Student generated content; 

Student work writing, pictures etc. 
Other student work data -Please 
specify: 
Student course grades 
Student course data 

Transcript Student course 
grades/performance scores 
Other transcript data -Please 
specify: 

I th' r enrollment 

I iJii<>tmatiqn-Piease specify: 

Parent/Guru dian /{dd ess 
Contact £1rmlil I I 

fnformati<!m flhoile I I I 

Student bus assignment 
Student pick up and/or drop off 
location Transportation Student bus card TD number 
Other transportation data -Please 
specify: 

Parent/Guaitan flan !nt ID flllrnbcr ( created to 
I tl) l Ink parenJs to students)

Parent/Gu�ian flirs and/ r Last 
11Name 

Please list on the next page each 
Other additional data element used, 

stored or collected by your 
application 

Schedult � u, ent sqheduled courses I 
· I ea. her nlunes f 
I n�th lahguage learner 

ISpecial lndi 
i ro atidµ 

ator L ovl incorpe status ' 
��e4ical aierts/health data � 

No Student Data Collected at this time 

* Provider shall immediately notify LE) ifthi 
designation is no longer applicable. 

s 

13 

,I 



Other: U e this o if ore space is needed 
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EXHIBIT"C" 

DEFINITIONS 

AB 158 , Bue a an: The statutory designation for what is now California Education Code§ 49073.1,I relating o pupil jcords. 

De-Iden "fiable �nflnnation (Oil): De-Identification refers to the process by which the Provider 
removes or ob cl!ITes 1any Personally Identifiable Information ("PlI") from student records in a way that
removes or m·

i
· es the risk of disclosure of the identity of the individual and information about them. 

Educati nal 

l

e orAs: Educational Records are official records, files and data directly related to a 
student d m · tained by the school or local education agency, including but not limited to, records 
encomp ssing 1� th9 material kept in the student's cumulative folder, such as general identifying data, 
records f att �ance and of academic work completed, records of achievement, and results of 
evaluati e tes�,

i

eal!h data, disciplinary status, test protocols and individualized education programs. 
For purp ses oi · s DPA, Educational Records are referred to as Student Data.

NIST: ft N . nal Institute of Standards and Technology (''NIST") Special Publication Digital 
Authenti ation f de ine.

Operat : Th lerm "Operator" means the operator of an Internet Website, online service, online 
applicati n, or �obile application with actual knowledge that the site, service, or application is used 
primaril for 2 school purposes and was designed and marketed for K-12 school purposes. For the 
purpose f the S rvite Agreement, the term "Operator" is replaced by the term "Provider." This term 
shall enc mpass e tbrm "Third Party," as it is found in applicable state statutes. 

Persona� ld�n ifiable Information (PII): The terms "Personally Identifiable Information" or "PII"
shall inc�ude, ?f are I not limited to, student data, metadata, and user or pupil-generated content obtained
by reaso

,r 

of tqe use of Provider's software, website, service, or app, including mobile apps, whether 
gathered by P�1 ider or provided by LEA or its users, students, or students' parents/guardians. Pll 
includes Indire t Ideiltifiers, which is any information that, either alone or in aggregate, would allow a 
reasonab e per o tolbe able to identify a student to a reasonable certainty. For purposes of this DPA, 
Personal y Ide · able Information shall include the categories of information listed in the definition of 
Student ata. 

Provide : For p oses of the Service Agreement, the term "Provider" means provider of digital 
educatio I so are 

l
or services, including cloud-based services, for the digital storage, management, 

and retri. val o Pi pil records. Within the DPA the term "Provider" includes the term "Third Party" and 
the term 'Oper t r" as used in applicable state statutes. 

Pupil G nerati Content: The term "pupil-generated content" means materials or content created by a 
pupil d ing ald forl the purpose of education including, but not limited to, essays, research reports,
portfolio , crea�i writing, music or other audio files, photographs, videos, and account information that 
enables d

1
going wnership of pupil content.

Pupil R4cordsj eJs both of the following: (I) Any information that directly relates to a pupH that is 
maintain d by A I and (2) any information acquired directly from the pupil through the usc of

15 



instruc onal s ai;e or applications assigned to the pupil by a teacher or other LEA employee. For the
purposef of s A�eement, Pupil Records shall be the same as Educational Records, Student Personal
Infonn

�

ation d Covered Information, all of which are deemed Student Data for the purposes of this 
Agree nt. 

Service Agre entj Refers to the Contract or Purchase Order to which this DPA supplements and
modifie

�

. 

School ffici I For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School
Official is a cf a4or that: (1) Performs an institutional service or function for which the agency or 
instituti , n wo'l oili.erwise use employees; (2) ls under the direct control of the agency or institution
with reJoect t� e use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a)
governiig the s jtl re-disclosure of personally identifiable infonnation from student records.

SOPIP4: On e passed, the requirements of SOPIPA were added to Chapter 22.2 (commencing with
Sectio

i

2584 t D°Nision 8 of the Business and Professions Code relating to privacy. 

Studen Data: tudent Data includes any data, whether gathered by Provider or provided by LEA or its
users, dents

1 
students' parents/guardians, that is descriptive of the student including, but not limited 

to, info

� 

atio 
�
- the student's educational record or email, first and last name, home address, telephone

number, e
.
mai ddress, or other information allowing online contact, discipline records, videos, test 

results, specia ducation data, juvenile dependency records, grades, evaluations, criminal records, 
medical reco '1• health records, social security numbers, biometric information, disabilities,
socioecqnomi i ormation, food purchases, political affiliations, religious information text messages, 
documents, s nt !identifies, search activity, photos, voice recordings or geolocation information. 
Student Data s constitute Pupil Records for the purposes of this Agreement, and for the purposes of 
California and ti deral laws and regulations. Student Data as specified in Exhibit "B" is confirmed to be 
collected or Pf ess�d by the Provider pursuant to the Services. Student Data shall not constitute that
informaiion thf.t hasl been anonymized or de-identified, or anonymous usage data regarding a student's
USC of p ovider services.

SDPC he �t deJt Data Privacy Consortium): Refers to the national collaborative of schools,
districts regio , territories and state agencies, policy makers, trade organizations and marketplace 
provide add e sin

i 
real-world, adaptable, and implementable solutions to growing data privacy 

concern. 

Student Perso I Information: "Student Personal In.formation" means information collected through a 
school ervice at 

!
personally identifies an individual student or other information collected and 

mainta· ed ab
f 

an individual student that is linked to information that identifies an individual student, 
as ident fied y Washington Compact Provision 28A.604.010. For purposes of this DPA, Student 
Person Infor ion is referred to as Student Data. 

Provide s Ge e l Offer of Privacy Terms. 

Subpro essor: or the purposes of this Agreement, the term "Subproccssor" (sometimes referred to as 
the "Su ontr t r'') means a party other than LEA or Provider, who Provider uses for data collection, 

16 



ana]ytic Stora' e or 
r

ther service to operate and/or improve its software, and who has access to PII. 

Adve ising: Targeted advertising means presenting an advertisement to a student where the 
of th dvtrtisemeot is based on student information, student records or student generated 

content r inf r ed bver time from the usage of the Provider's website, onJine service or mobile 
applicati n by u 'h student or the retention of such student's online activities or requests over time. 

Third rty: e tlrm "Third Party" means a provider of digital educational software or services, 
including clou - asf services, for the digital storage, management, and retrieval of pupil records.
Howeve , for t pu ose of this Agreement, the term "Third Party" when used to indicate the provider 
of digita educ i nal software or services is replaced by the term "Provider." 
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EXIIlBIT"D" 

DIRECTIVE FOR DISPOSITION OF DATA 

-==+-
-==

==!=+--==---=-=-- directs Platform Athletics, LLC [DBA: PLT4MJ to dispose 
of data btaine y Pirovider pursuant to the terms of the Service Agreement between LEA and Provider. 
The te s oft e Disposition are set forth below: 

Dispos tion s 

sposition of Data 
presentative of Provider 

__ Partial. The categories of data to be 
disposed of are as follows: 

__ Complete. Disposition extends to all 
categories of data. 

Destruction or deletion of data. 

Transfer of data. The data shall be 
transferred as set forth in an attachment to this 
Directive. Following confirmation from LEA that 
data was successfully transferred. Provider shall 
destroy or delete all applicable data. 

__ As soon as commercially practicable 

__ By (Insert Date) ______ _ 

Date 
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EXHIBIT "E" 

GENERAL OFFER OF PRIVACY TERMS 

1. Offe of T r s
Prov der o e s the same privacy protections found in this DPA between it and Mountain View Los
Alto Uni

]
i

igh School District and which is dated 05/05/2020 to any other LEA ("Subscribing
LEAf') wh ceJts this General Offer though its signature below. This General Offer shall extend 
only �o pri y protections and Provider's signature shall not necessarily bind Provider to other 
terms, such as price, term, or schedule of services, or to any other provi sion not addressed in this 
DPAj. Th� 

�
rfvi.d�r and the o!her LE': may also agree to change the �ta provide� by LEA to the

Prov1der m Ekhililt "B" to swt the umque needs of the LEA. The Provider may withdraw the General 
Offei in th e1 ent of: ( 1) a material change in the applicable privacy statutes; (2) a material change
in th servire and products subject listed in the Originating Service Agreement; or three (3) years 
after he date f Provider's signature to this Form. Provider shall notify CETPA in the event of any 
with rawalls that this information may be transmitted to the Alliance's users. 

Provide Platio m Athletics LC BA: PLT4M 
I 

Date: 05/05/2020

Title/Position: Co-President 

2. Sub crib EA 

Printed I ame

*

: 
I 
ex Relph 

A Subsc ibin tA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts he Ge 1ral Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound b the s e terms of this DPA. 

BY:_-+---+-+-_;_ _______ _ Date: 
-------------

Title/Position: 
-----------

TO I EPT E ENERAL FER THE SUBSCRIBING LEA MUST DELIVER THIS 
SIGNED EXHIBIT

1

TO THE PERSON AND EMAIL ADDRESS LISTED BELOW 

:::�f :::lt.. 
Email �dres I: liex.rel h lt4m.com 
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Brian Simmons

San Mateo Union High School
 

District
9/20/21

Director of Curriculum & 
Assessment

sgill
Stamp



EXHIBIT "F" DATA SECURITY REQUIREMENTS 

00618-000 1/42743 8 l 
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